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1
Decision/action requested

This contribution proposes a new solution for NPN network access via PLMN, for approvement.
2
References

 [1]
3GPP TR 23.734 Study on enhancement of 5GS for Vertical and LAN Services
3
Rationale

This contribution proposes a new solution for NPN network access via PLMN, and vice versa based on SA2’s conclusion.
Currently, SA2 TR 23.734[1] has made the conclusion for the key issue 6 "Accessing PLMN services via non-public networks and vice versa”, which recommends to progress with solution #20 for normative specifications. Hence, the security authentication and authorization solution for the requirement issued by Key issue 5.2.1 on the interworking between PLMN and NPN network shall be specified accordingly.
Solution #20 of TR 23.734[1] introduced the N3IWF for the interworking between a NPN network and a PLMN (Figure 1), and stated as follows.

“-
Similarly, for access to non-public network services via a PLMN, the UE obtains IP connectivity via the PLMN, discovers an N3IWF provided by the non-public network, and establishes connectivity to the non-public network via the N3IWF

-
In this way, the UE is registered at the same time with both the PLMN and the non-public network, including the scenario when NR is deployed in both the PLMN and the non-public network

-
The interface between the Data network and the NPN N3IWF is IP connectivity”
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Figure 1: Access to PLMN services via non-public network

This means that the UE shall register into the PLMN network first, and establish a PDU session for the NPN network to setup the IP connection, then register into the NPN network based on the IP connection via the NPN N3IWF.
Therefore, from the security point of view, three security requirements shall be specified for the access of a UE to a NPN via a PLMN, i.e.

· Requirement 1: Authentication between the UE and the PLMN network while the UE accesses the PLMN network.

· Requirement 2: Authorization for the PLMN PDU session establishment to ensure that the UE is authorized to access the NPN network.

· Requirement 3: Authentication between the UE and the NPN network via PLMN network.
If the Requirement 2 is to be fulfilled by the secondary authentication in the PLMN network, two authentications between UE and NPN will be required, i.e. one for authorizing PDU session establishment, and the other for the UE’s registration to the NPN. Therefore, an extra authentication procedure between UE and NPN will consume both the computation and communication resource.

This solution proposes a new procedure for the above security requirements, and reuses the secondary authentication for the Authorization of the PLMN PDU session establishment. Meanwhile, protection between UE and NPN can be based on the output of secondary authentication.

4
Detailed proposal

**** START OF 1st CHANGE ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[0]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[1]
TS 22.261: "Service requirements for next generation new services and markets"

[2]
TS 22.104: "Service requirements for cyber-physical control applications in vertical domains"

[3]
TR 23.734: "Study on enhancement of 5GS for Vertical and LAN Services"

[4]

TR 23.725: "Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network (5GC)

[XX]
TS 33.501: "Security architecture and procedures for 5G system"

[YY]

TS 23.502: "Procedures for the 5G System"
**** END OF 1st CHANGE ****
**** START OF 2nd CHANGE ****
6.X
Solution #X: Solution for NPN network access via PLMN
6.X.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization for Interworking between NPN and PLMN in key issue #2.
From the security point of view, three security requirements shall be specified for the access of UE to NPN via PLMN (and vice versa), i.e.

· Requirement 1: Authentication between UE and PLMN network while UE access to the PLMN network.

· Requirement 2: Authorization for the PLMN PDU session establishment to ensure that UE is authorized to access to NPN services.

· Requirement 3: Authentication between UE and NPN network via PLMN network.
If the Requirement 2 is specified by the secondary authentication in the PLMN network, two authentication procedures between UE and NPN will be introduced, i.e. one is used for PDU session establishment authorization, the other one is used for UE registration to NPN. Therefore, duplicate authentications between UE and NPN will consume the computation and communication resource between them.

This solution proposes a new procedure for the above security requirements, and reuses the secondary authentication for the Authorization of the PLMN PDU session establishment. Meanwhile, protection between UE and NPN can be based on the output of secondary authentication.
Editor’s Note: The use of the secondary authentication requires more justification.
6.X.2
Solution details

6.X.2.1 Registration to NPN via PLMN
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Figure 6.X.2.1-1 Registration to NPN via PLMN

The procedure assumes that the UE has separate credentials for the PLMN and the NPN.

1. The UE firstly registers into the PLMN network based on the PLMN credential.

2. The UE sends the PDU session establishment request to the AMF, to setup the PDU session for the services provided by the NPN. 

The UE initiates the PDU session establishment procedure as in step 4 of Fig 11.1.2-1 in TS 33.501 [XX].
The following steps 3a, 3b, 4 are the same as steps 5a-13 in clause 11.1.2 of TS 33.501 [XX].

5. After the successful completion of the authentication procedure, NPN-AUSF shall send EAP Success message to the NPN-AMF, including the NPN SEAF key.
6. After receiving the EAP-success and NPN SEAF key from the NPN-AUSF, NPN-AMF generates the NPN AMF key, and NPN-GUTI for the UE, and sends EAP success, NPN-GUTI, NPN-ngKSI, and NPN-ABBA to the PLMN SMF via NPN-N3IWF and PLMN-UPF, where the NPN-ngKSI and NPN-ABBA are determined during the secondary authentication procedure.

7. The PLMN SMF sends a Namf_Communication_N1N2MessageTransfer to the AMF as in step 11 of Figure 4.3.2.2.1-1 in TS 23.502 [YY]. This message shall include EAP success, NPN-GUTI, NPN-ngKSI, and NPN-ABBA to be sent to the UE within the NAS SM PDU Session Establishment Accept message. 

If the authorization is successful, PDU Session Establishment proceeds further starting at step 9a of Figure 4.3.2.2.1-1 in TS 23.502 [YY]. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 [YY].
8. PLMN AMF forwards NAS SM PDU Session Establishment Accept message along with EAP Success, NPN-GUTI, NPN-ngKSI, and NPN-ABBA to the UE as described in steps 12 and step 13 of Figure 4.3.2.2.1-1 in TS 23.502 [YY].

The UE-requested PDU Session Establishment proceeds further as described in sub-clause 4.3.2.3 in TS 23.502 [YY].
9. The UE sends the registration request message to the NPN-AMF, including the NPN-GUTI, NPN-ngKSI, NPN-UE security capability.

10. Based on the received NPN-GUTI, NPN-ngKSI, and NPN-UE capability, NPN-AMF firstly determines the NPN-AMF key, then proceeds the NPN-NAS SMC procedure with UE.

The UE-requested registration procedure proceeds further as described in clause 4.2.2.2.2 in TS 23.502[YY].

6.X.2.2 Registration to PLMN via NPN
This procedure can refer to the clause 6.X.2.1.

6.X.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF 2nd CHANGE ****
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